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Personnel Reliability Programs

e Originally established for chemical and
nuclear weapon programs

e Attempt to ensure that individuals in the
program are extremely “reliable”




Reliability of Personnel

1) Trustworthy

2) Physically Competent
3) Mentally Competent
4) Emotionally Stable

5) Financially Stable

6) Responsible to uphold obligations to safety, public
health, national security and scientific integrity
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Reliability of Personnel

Trustworthy 1) Criminal History
Physically Competent  2) Medical Evaluation
Mentally Competent 3) Mental Health History

Emotionally Stable 4) Psych Evaluation
Financially Stable 5) Credit History

Responsible to uphold 6) Drug Testing, Peer
obligations to ... Review, Affiliations




Reliability of Personnel

e All entities of federal government have some
form of Personnel Reliability Programs, per
Kenneth Cole, DOD Medical Director.
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US Biosecurity Events this Decade

1. 2001 Anthrax Mailings
— 5dead and 17 sickened




US Biosecurity Events this Decade

1. 2001 Anthrax Mailings

2. Select Agent Rule EXPANDED [42 CFR 73, DHHS, Final Rule
April 2005]
— Regulates possession of ~80 agents of bioterror

—  Access restricted to those with background checks from
FBI (aka Security Risk Assessment or SRA Clearance)

— Other mandates physical barriers, inventory control,
training, and emergency planning




US Biosecurity Events this Decade

2001 Anthrax Mailings
Select Agent Rule EXPANDED

3. July 2008 FBI implicates US Army researcher as
perpetrator of anthrax mailings




Security Personnel Reliability SEH

* Physical protection » Health Protection
« Access controls * Equipment controls
= Gates, guards, gunsy =R S » Guidelines/Practices

= Visitor screening * Medical screening

Outsider _ _ _ _ _, Insider  _ _ _ _, Accidental

Threat Threat Release

Security . . . - Counter- Biosafety

officials intelligence officials
officials
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of the President, NSABB Meeting, 04/03/09

Source: D.DiEulius, PhD, Office




Examine the “Insider” Threat

January 9, 2009 - Executive Order 13486
1) EO Working Group on Biosecurity (DOD/DHHS)

2) National Science Advisory Board for Biosecurity
(NSABB)
e Formedin 2005
e |Initial charge to advise on “dual use research”
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Te Danger Within

The suicide of Army researcher Bruce lvins will inevitably mean
changes in biosecurity policy, but government and academic scientists
are divided on how stringent the new procedures should be

O the morndng of 2 Augnst 20804, 3 days
after Armry r her Bruce Ivim it
tiod suicide, the Biods fense Policy Coondina-
tHon Commities ssamblad in & conferenos
room of the Bisenhower Executive Office
Building, a stone's throw from the White
House The mood arcund the table was
somber when Robert Kadlec, committes
chair and bar of the Homeland i
Conneil, apelled out the mesting's sgends,
sccording @ one of the parnticdpants 1 Tvins
had indes d carrie dout the 2001 snthrax b e

s the Federsl Buresu of Investigs-
tion (FET) claimed, what could be done o
prine it snother olernorist act by an indder
&t & government or scademic lab?

The insider threat has never loomed so
large in policy discusaions on baerfonam.
The massive expansion of biodefense
rascarch afier the anihres madlings in 2041,
witich killed Thve people snd dckensd 17, was
largely predicatd on the concemn that a ter-
rorist groupcoukd unch an stisc kusing bio-
loggcal wespons it had developed or sinlen
finoan & mi litsry e ity The FEIE implication
of Iving in the madling—although still gues-
tioned and untesied in a court of law—
asparked the unsetiling realization among
rodeanchers and blosscurty expens that “the
insider threst 15 a Jot bigger problem than we

ever thought,” sxys & former sclentist at the
US. Ammy Medical Research Institute of
Infections Discsses in Froderck, Maryland,
wihesre Tvins wirked,

In recent months, that concem has achosd
ithrongh the halls of the US. governmeni.
Soon after the 2 Augst mesting, the White
Houme ssked ihe National Sclence Advisory
Board for Bigsocurity { NSA BB b—a pans] sei
up in 2005 to sddress the potentia] secusiity
rlaks from life sclences ressarch—io con-
adder how best o ensuse that academic and
industry researchen working with seleet
agents ane trostworthy. It s expacted to
codns up with re comime ndatiens next mornth.
Indepandently, an interagency working
group, co-chaired by the secreiaries of
Dhefense snd Heslth and Human
Services, s looking at ways 1o
sirengihen kab bose curity.

Some change in biosscurity
procedures is inevitshle post-
Ivins, experis agree. Bul how
atringent any new alepa ahould be
is baing hotly debasted. Since
HNEABR got its charge finom the
White House, board members
have boen nervously discmsing

the costs and benefil of Mo Insider Broce hins

imesiigs tions, paychologicsl soreenings, domg
tests, and credit checks, Other posaibilities
include video survelllnce of bsbs and a two-
person rule prohibdting ressarchamn from
waorking alons.

Some ofthosemesnres arestsndard prac-
tioe at the Deparime i of Defense (IOD), tha
Depanment of Energy (DO E), =nd other
agencies where scientisi work with mclesr,
chemical, of bological sgpents. Bulsome scs-
demies worry that extending such messures
1o academis would mdermine the open cul-
ture of life sciences ressarch and impeds
hiodefenss resesnch A betier spprose b, some
say, would be fo inet b managen o kesp a
wakhful eve on empheyess for signa of trou-
bling hehavior. Buot even advocates of self.
palicing concade that that appooach may noe
ally fesrs of the insider threst

Trying to foil an insider attad

The LLS. g sl resely v -
working with select agents through roles that
were pul in place a year afler the snthrasx
sttseks Under these mles, instimtions and
indtviduals who wish to work with any of 80
Bologiesl entities, including the
Ehols virns and botulinum wooxin,
st go through a Secordiy Bisk
Asmesmment (SFA )

The SEA process involves a
basic FBI background check .
DHsqualifying fsctors inelude =
criminal higstory, & subs tance-
ahuge of mental health problem, a
dishenorshle diachargs firom the
military, or baing a citizen of a
country that the Undted States

such s tougher backgronnd worked a1 UFSAMRRD. deamsa spomsorofierrorsm. The
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NSABB Process for Analysis

e Subcommittee of 13 NSABB Members
 Engaged numerous experts
e Review of extant models

 Developed Sub-committee Findings
 Held Public Meeting April 3, 2009




NATIONAL
SCIENCE
ADVISORY
BOARD FOR
BIOSECURITY

Enhancing Personnel Reliability among
Individuals with Access to Select Agents

Report of the
National Science Advisory Board for Biosecurity
(NSABB)

May 2009




NSABB Findings

1. Select Agent Program has been fortified
since 2001 to address personnel reliability

Institutions effectively screen individuals

Very little evidence that PRPs have
predictive value for criminal activity

4. Engaged institutional leadership can
mitigate the risk of insider threat




NSABB Recommendations

1. A formal mandated PRP is unnecessary
2. The current SRA process should be strengthened

3. The culture of responsibility and accountability
should be enhanced at institutions

4. Professional societies should continue to
encourage dialogue about biosecurity

5. The list of Select Agents should be modified




NSABB Recommendations

 Formally supported by ABSA
e Informally supported by academia

e Further supported by May 29, 2009 Report of
the American Association for the
Advancement of Science titled “Biological
Safety Training Programs as a Component of
Personnel Responsibility”




EO Working Group
on Strengthening Biosecurity

 Held Public Meeting: May 13-14, 2009

— “Expansion of biodefense research raises biosecurity
concerns.”

e Consulted the existing “Trans-Federal Task Force on
Optimizing Biosafety” and numerous entities (private
and government)

e |ntends to present Executive Branch with report in
July 2009
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